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The reliability of control systems often relies on the trustworthiness of sensors. As process automation and robotics keep evolving,
sensing methods such as pressure sensing are extensively used
in both conventional systems and rapidly emerging applications.
The goal of this paper is to investigate the threats and design a
low-complexity defense method against EMI injection attacks on
sensors.
To ensure the security and usability of sensors and automated
processes, we propose to leverage a matched dummy sensor circuit
that shares the sensor’s vulnerabilities to EMI but is insensitive
to legitimate signals that the sensor is intended to measure. Our
method can detect and correct corrupted sensor measurements
without introducing components or modules that are highly complex compared to an original low-end sensor circuit. We analyze and
evaluate our method on sensors with EMI injection experiments
using different attack parameters. We investigate several attack
scenarios, including manipulating the DC voltage of the sensor
output, injecting sinusoidal signals, white noises, and malicious
voice signals. Our experimental results suggest that, with relatively
low cost and computation overhead, the proposed method not only
detects the attack but also can correct corrupted sensor data to help
maintain the functioning of systems based on different kinds of
sensors in the presence of attacks.

1

INTRODUCTION

Sensors measure physical properties in the real world and provide
feedback to guide automated processes in industrial and robotic
applications. For instance, pressure sensors are widely utilized in
monitoring and control processes in industrial applications, aircraft
systems, critical facilities such as the nuclear power plant, and
emerging applications such as the sensorization of humanoids to
measure physical properties, including strain, weight, flow rate, air
and fluid pressure [12, 15, 21, 43, 47, 49].
Ideally, sensors should only be sensitive to specific physical stimuli in the intended spatial and frequency ranges that it is designed
to measure. However, in the real world, analog sensor components
often exhibit susceptibility to the influence of signals that are out
of the intended sensing channel, frequency band, or measuring
range [23]. Adversaries can craft malicious sensor output by exploiting the transduction of such signals in sensor circuits [51].
Since sensors do not distinguish maliciously induced signals from
the legitimate signal, the corrupted sensor data would be sent to the
control system, resulting in malfunctioning or adversarial control
of the system.
This paper presents a case study to reveal the threats of electromagnetic interference (EMI) attacks on pressure sensing and
control processes, and proposes a general defense method to enhance the security and reliability of sensing systems in the presence
of low-power intentional EMI attacks.
In our case study of pressure sensing security, we deploy inflation
pumps to inflate a vehicle tire and observe the effects of EMI attacks
on the actuation of the system during this control process. We show
that, by manipulating the air pressure measurements, an adversary
can intentionally deceive the pump into over/under-inflating the
tire, leading to an undesired value of the property (e.g., internal air
pressure) that should be controlled by the process1 .
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1 A demo video of the proof-of-concept attack is available at https://youtu.be/
WVwn4CspV1M.
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Figure 1: The effect of EMI attacks on sensors. Adversaries
can exploit the non-linear analog sensor components to
transform high-frequency EMI signals to manipulate the
output. The attack effect can vary in different sensor circuits
or with different attack parameters.
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Figure 2: (a) In sensor redundancy based approaches, the
multiple sensors can still be subject to the effects of both
the legitimate and malicious signals. (b) The Transduction
Shield (TS) circuit is a matched dummy sensor circuit with
components that are usually no more complex than the original sensor circuit. It shares the same vulnerabilities with
the sensor but is not sensing the legitimate signal. The system can detect and correct the corrupted signals leveraging
the TS circuit output.

EMI attacks can be a general threat to different classes of sensing
systems. For instance, as voice interfaces gain popularity, microphone circuits have become a target where adversaries can induce
malicious audio signals to spoof voice-controllable systems using
EMI [20, 27, 33]. Prior works also demonstrated potential security or
safety issues related to maliciously inducing actuations of a system
by EMI attacks on different kinds of sensors or circuits [33, 37, 46].
The potential integrity issue related to physical-level signal injections with EMI affects the security and usability of systems relying
on sensors in the presence of attacks.
We investigate a low-complexity defense approach that can be
applied to different kinds of sensors to detect and correct the corrupted sensor data under EMI signal injections. Under the effect of
EMI, illegitimate signals can be induced in the analog circuits and
imposed on the original signal. By exploiting non-linear effects, an
adversary can transform EMI signals to in-band signals to manipulate the sensor output. From the perspective of the system, only
the corrupted in-band signals will be observed. Figure 1 illustrates
the attack effects of EMI on sensors. Since both the environmental
signal source and the malicious signal source are not entirely predictable, it is challenging to detect or correct the corrupted signals.
The signals can be transformed differently when the injection occurs in different sensor circuits. Also, to defend against intentional
EMI attacks, it is necessary to consider that adversaries are able to
use various attack parameters that result in different attack effects.
Sensor redundancy and sensor fusion based approaches could
be used for anomaly detection. However, it can be challenging
to maintain the functioning of the system if it cannot determine
which sensor(s) to trust to make decisions when measurements
from multiple sensors indicate conflicts. Multiple sensors can still
be subject to the effects of both the legitimate and malicious signals simultaneously (Figure 2 a). Moreover, such approaches often
require modeling and testing for specific systems, environments,
or applications.
We propose Transduction Shield (TS) as a low-complexity defense
method against signal injection attacks that exploit the malicious
transduction of EMI in analog sensor circuits. The design principle
is to enhance the security and usability of the system in the presence
of intentional EMI attacks without introducing complex modules
or functions to an original low-end sensing system.
Since complete elimination of EMI by shielding or filtering can
be difficult and could lead to cost or design challenges for system
designers, we do not attempt to eliminate the effects of EMI in our
approach. Instead, we propose to integrate an EMI transduction
attack-aware circuit to harness the vulnerabilities. In our design, the
attack-aware circuit is simply a matched dummy sensor circuit that

shares the same vulnerabilities as the sensor to be protected. The
components of the matched dummy sensor circuit would usually
not be more complex than the original sensor circuit.
Ideally, the matched dummy sensor circuit should be exactly the
same as the sensor to be protected, but it does not have a sensor
transducer in it for sensing purposes. The dummy sensor circuit
should only generate an output with a predefined value if there is
no EMI signal injection. Due to the similarity of the circuits, the
malicious signals will be received and non-linearly transformed in
the TS circuit in a similar way as the signals in the sensor circuit.
Therefore, we can leverage the output of the TS circuit to detect
the attack and correct the corrupted sensor data (Figure 2).
We study the defense approach on different kinds of sensors.
We analyze and evaluate our defense method with EMI injection
experiments on load cell pressure sensors and microphones using
various attack parameters. We assume that the malicious EMI signal
source is not completely predictable in intentional EMI attacks.
Therefore, we use different EMI frequencies, transmitting power,
and modulations to evaluate the performance of our method.
The proposed method not only detects the attack but also can
correct corrupted sensor data. The defense method achieves a relatively high error reduction rate in intentional EMI attack scenarios
that adversaries attempt to manipulate the DC voltage level of the
sensor output or inject sine wave and white noise signals to the
sensor data. Additionally, when malicious voice signals are injected
to dominate the sensor output, our method can mitigate the malicious signal to a much lower level. Thus, the voice recognition
system could correctly identify the legitimate voice command from
the microphone signals. Our experimental results show that the
proposed method can be applied to different sensors to improve the
security and reliability of the system in the presence of EMI signal
injection attacks.
Defense methods related to capturing the physical-level EMI
signals or using a reference value were also explored in prior studies [33, 46, 54]. The methods proposed in prior studies improve
the security of sensor systems and can be used for effective EMI
attack detection. However, existing approaches often need to introduce components or functionalities (e.g., RF processing) that can be
relatively complex compared to a low-end sensor system. In comparison, our defense method leverages a simple matched dummy
sensor design with components that are usually no more complex
than an original sensor circuit. Thus, our method is different from
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a distortion of the material. The resistance changes as the sensing
element extends or contracts. Based on the application, the design
and size of the sensing element can vary. There are larger ones, such
as load cells used in machines and platforms to pressure and weight.
There are also load cells that come with smaller sizes, such as those
used in scales. The sensing element can also be used in the form of
thin films, which allow them to be fitted into various applications.
The physical property to be measured is the force. The unit of the
measured property is usually represented in Newton (N), kg, or lbs.
2) Air or fluid pressure measuring and flow rate measuring sensors.
The sensing elements are usually very small and can be built into
IC sensor chips used in various application scenarios [10, 18, 26].
The pressure sensor has a thin membrane covering a reference
cavity, which is typically sealed at a low vacuum pressure [7, 11].
When there is a change in the external pressure, the membrane will
stretch or deform, and an electric signal would be induced in the
sensor circuit correspondingly. The measurement that depicts air
or fluid pressure is usually in units of Pascal (Pa) and pound-force
per square inch (psi).

(b)

Figure 3: (a) Load cell sensors that measure forces and
weights. More examples in different applications can be accessed at online resources [8, 9]. (b) Examples of pressure
sensors integrated with IC. They can measure air/fluid pressure and flow rate in applications such as combustion airflow control and medical devices [4, 5].
the mitigation method that utilized RF monitoring and processing
modules to determine the EMI contamination level [33]. Furthermore, the goal of our study is not only the detection but also the
correction of corrupted sensor data in the presence of EMI signal
injections, which is different from existing studies that primarily
focused on the detection of attacks [46, 54].
We list the main contributions of this paper as follows:

Microphones and voice controllable systems. Recently, voice
interfaces have gained popularity in smart devices, representing a
trend utilizing sensors to improve the usability of human-computer
interfaces. With voice-controllable systems, a digital system can
be controlled with commands from a microphone that receives
acoustic signals in the real world. For instance, the voice interface
can be utilized to make phone calls, perform transactions in online
shopping and banking, or control smart home devices. There is
also a growing interest in using voice interfaces to control vehicles’ functions, manipulate surgical robots [55], and give orders to
robotic systems in military applications [2].

• We investigate EMI attacks on inflation pumps and show
how a control system can misapply actuations in an automated process guided by spoofed air pressure measurements.
Consequently, the process variable (e.g., internal air pressure)
being controlled can be subject to manipulation.
• We propose a low-complexity defense method to ensure
the security and reliability of sensor-based systems in the
presence of intentional low-power EMI attacks. The defense
method can detect and correct the corrupted sensor data to
help maintain the functioning of sensor-based systems.
• We analyze and evaluate the defense method with attack experiments using various attack parameters on different kinds
of sensors. Our experimental results show that the proposed
method can effectively detect and correct the attack effects
to help maintain the functioning of sensor-based systems
under EMI signal injection attacks.

2.2

Intentional EMI on Sensing Components

While the increasing usage of sensors greatly improves the usability
of various applications, the trustworthiness of sensing interfaces
remains to be a concern [22]. With intentional EMI, adversaries
could affect analog circuits to gain adversarial control over sensing
and control systems.
Depending on the application, the sensor circuit, and parameters
of EMI attack signals, there can be different kinds of induced attack
effects [23, 51]. From the perspective of adversaries, we will mainly
discuss two common kinds of attack effects with a low-power attack setting: 1) amplitude-modulated attacks to inject specific waveform signals by demodulating out-of-band EMI signals with the
generation of intermodulation and harmonics. For instance, adversaries could inject noise, intelligible speech, and malicious voice
commands to a voice interface [20, 27, 33]. By modulating the adversarial audio signal with a high-frequency carrier to which the
sensor circuit responds (e.g., resonant frequency), the attack usually requires a relatively low transmission power. 2) EMI attacks to
change the value of the measured property by manipulating an injected DC voltage offset. For instance, adversaries can leverage the
unintended rectification effect of operational and instrumentation
amplifiers to control the measurements of different kinds of sensors
such as thermocouples, thermistors, and resistance temperature
detectors (RTDs) [46].

2 BACKGROUND
2.1 Sensors and Applications
Sensors are used to measure the physical properties related to a
specific environment. Monitoring and control systems often rely
on the feedback of sensors to determine the status of the environment and make decisions. For example, sensors such as pressure
sensors and temperature sensors are key components in industry
process control systems [32], medical devices [3], aircraft systems
[49, 50], and critical facilities such as nuclear power plants [25].
Rapidly emerging applications such as the sensorization of robots
[42], telepresence control and robotic surgery [29, 31] also employ
abundant sensors.
Pressure sensing. Generally, the principle of pressure sensing is
to convert the force applied to an object or a sensing element of
constant area (such as a diaphragm) into an analog electrical signal.
There are various designs of pressure sensors. To simplify the
discussion, we will focus on two common types of them (Figure 3):
1) Force measuring sensors based on strain gauges. The force causes
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Figure 4: Left: The attack effect with different frequencies of EMI on inflation pump #1 at an attack distance of 0.5 m and a
transmitting power of 4 W. Middle: The attack effect with varying transmitting power at an attack distance of 0.4 m. Right:
The effect of the EMI attack in at different distances with a frequency of 655 MHz and a 4-W transmitting power. In the
experiments, there could be a measurement error within ±0.5 psi.

3.2

Figure 5: An illustration of the setting of EMI attack experiments on the tire inflation pump.

The above attack effects can be induced in different classes of
sensors [28, 30] with similarly vulnerable components. To defend
against EMI attacks leveraging these effects, we will analyze and
evaluate our defense method with EMI attack experiments in several
different attack scenarios in Section 5.

3

CASE STUDY ON PRESSURE SENSING AND
CONTROL PROCESS

To identify the threats related to intentional EMI attacks on pressure
sensors, we conduct a case study on digital inflation pumps that
utilize the pressure sensor feedback in a control process. Digital
inflation pumps measure the internal air pressure of the tire during
the inflation. In this process, the air compressor of the system keeps
pumping air into the connected tire until the setpoint is reached.
In our case study, we first investigate the effect of intentional EMI
attacks on the pressure sensor measurements of inflation pumps.
Then we deploy them to inflate a vehicle tire and observe the attack
effects on the actuation of the system in this control process.

3.1

Attack and Process Manipulation

We sweep the EMI attacking frequency from 10 MHz to 1 GHz with
an interval of 10 MHz and observe the air pressure measurement
of the pump #1. We then adjust the frequency with a step such as 5
MHz or 1 MHz to find the optimal attack frequency. As shown in
Figure 4 (left), signals with frequencies close to the peaks at around
655 Mhz and 800 MHz can be employed to decrease and increase
the tire pressure measurement, respectively. We also test the attack
effect at different attack distances (Figure 4, right). At a distance
of 0.2 m, the adversary can decrease the pressure measurement
from 28.5 psi to 17.5 psi. The attack effect attenuates as the distance
increases.
Next, we use an attack frequency of 655 MHz and observe the
attack effect with different power. As shown in Figure 4 (middle),
by adjusting the transmitting power, adversaries can manipulate
the induced offset to control the pressure measurement.
In the tire inflation process, the inflation pump monitors the air
pressure of the tire and keeps pumping air into the tire until the
setpoint is reached. Therefore, by increasing the pressure measurement with EMI, the actual tire pressure at the end of the process
would be lower than the setpoint, resulting in underinflated tires.
Similarly, by intentionally decreasing the pressure with EMI, the
air compressor would pump more air into the tire than necessary,
leading to overinflation.
In our experiments, we notice that it may not be easy to manipulate the pump to reach a specific value accurately. However, it
is still possible to gain targeted adversarial control over this process. The adversary can manipulate the process to intentionally
over/under-inflate the tire, causing an undesired actual tire pressure
that should be controlled by the process. For instance, we try to inflate the vehicle tire from a low tire air pressure to 29.5 psi. However,
by EMI signal injections (655 MHz) that maliciously decrease the
pressure measurement, the adversary can trick the control system
into overinflating the tire, leading to an actual tire pressure of 36
psi by the end of the process (at a 0.3-m attack distance). Similarly,
under EMI attacks (800 MHz) to maliciously increase the pressure
measurement to cause underinflation, the actual tire pressure only
reaches 25 psi at the end of the process.
We also test the attack effect on pump #2. The experimental
results on pump #2 are in the Appendix.

Experiment Setup

Figure 5 illustrates the experimental setting. We use a directional
antenna [1] to emit EMI signals. The maximum transmitting power
we use is 36 dBm (4 W). The signal source is an Agilent N5172B
vector signal generator. The signal is amplified with a Mini Circuits
ZHL-4240 amplifier. We test two pumps with different models:
pump #1: Breezz SG-J3012 portable auto tire pump, and pump #2:
JOYROOM CZK-3631 portable tire pump. The pump is connected
to a vehicle tire during the experiments.
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THREAT MODEL

Hardware

We discuss the threat model from a perspective to defend against
low-to-medium power intentional EMI attacks on sensing systems.
An adversary’s objective could range from sensor data corruption,
denial-of-service (DoS) attacks, to achieving adversarial control of
the target sensor-based control system.
We assume that adversaries cannot tamper with the victim system. They cannot directly alter any hardware or software component of the target system. The adversary cannot manipulate the
setpoint of the system. Moreover, the adversary cannot directly
modify the actual physical property.
The adversary could use directional antennas to launch the attack
from a certain distance (e.g., several meters) away. We assume that
adversaries can emit low or medium power EMI, which is typically
in several Watts. Adversaries might use a higher transmitting power
to launch the attack from a further distance, but we do not consider
near-field high-power EMI attacks.
The adversary could use portable EMI emitting devices. For
instance, the operating frequency of handheld transceivers (e.g.,
walkie-talkies) can cover certain frequency ranges in VHF (Very
High Frequency) and UHF (Ultra High Frequency) channels, which
could overlap with vulnerable frequencies of many of the devices.
An adversary might leverage such devices to conduct a portable,
low-cost attack. Alternatively, adversaries could use off-the-shelf
software-defined radio (SDR) devices (e.g., HackRF One [6]), an
amplifier, and a battery to make a portable attack device that can
be easily carried with a backpack.
It may also be possible for the adversary to leverage a remotecontrolled EMI emitter. The adversary could attach the attack device
to places that are close to the victim device. Since EMI attacks do
not require line-of-sight transmission, adversaries might put the
device in inconspicuous places that are not directly visible to users.
For instance, the adversary could hide it behind/under/inside a
wall/table/box or other objects.
In scenarios of intentional EMI attacks, adversaries can try to
use different frequencies, modulation methods to affect the target
system. Therefore, we assume that the behavior or frequency of
the EMI source is unknown to the victim system, and the defense
method will be designed and tested accordingly. The proposed
defense method is designed to protect different kinds of sensors
instead of one specific device.
Since the adversaries’ objective is to corrupt or intentionally
manipulate the sensor data to affect the system, we assume that
the EMI signals would not be strong enough to crash the system or
damage the components. The voltage level of signals in the circuits
could be affected by EMI but is usually inside the operating or
tolerable range of the components.

5
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Non-linear
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Figure 6: An illustration of basic modules with the Transduction Shield method. Based on the TS output, the detection
module detects the attack. It sends the detection results to
the correction module. If an attack is detected, the correction module will correct the corrupted sensor output leveraging the TS output. The control system can still function
with the corrected sensor data.
We then inject EMI signals to manipulate the sensor measurements. In intentional EMI attacks, the malicious EMI signal is not
entirely predictable. Therefore, we try different attack parameters
and modulated signals to evaluate the performance of our method.
We investigate several attack scenarios when adversaries attempt
to manipulate the DC voltage level of the sensor output, inject sine
wave, white noise, or malicious voice commands to the microphone
data.
Our experimental results show that the proposed method can
detect the attack with high accuracy. Moreover, it can correct corrupted sensor data with a relatively high error reduction rate, improving the reliability and usability of sensor-based systems under
EMI attacks.

5.1

Overview

The basic principles to design and implement our defense method
are: 1) the TS circuit shares the same vulnerabilities as the sensor
circuit, and 2) the TS circuit is not sensitive to the legitimate signal
that the sensor is intended to measure. Using the same circuit
components and the same topology, sharing power lines, we can
make the TS circuit have similar responses to EMI to meet the first
design principle. By modifying an off-the-shelf sensor component
or using non-sensor components (e.g., resistors), we can make the
TS circuit insensitive to the legitimate signal that the sensor is
intended to measure.
The purpose of the design is to distinguish the effects of EMI
injections to protect different kinds of sensors. The malicious signals
will be induced and transformed in the TS circuit in a similar way as
in the sensor circuit. The output of the TS circuit can be leveraged
to detect the attack and correct the corrupted sensor data with
light-weight computations based on in-band signals.
As illustrated in Figure 6, based on the TS output, the detection
module detects the attack and sends the detection result to the
correction module. If an attack is detected, the correction module
will correct the corrupted sensor data leveraging the in-band TS
output. The correction module can be implemented in the software
layer using simple, light-weight computations to correct the sensor
data corruption in real-time. The correction module can also be
implemented in the hardware layer with a differential amplifier
circuit.

DEFENSE

In this section, we explain the design of the Transduction Shield
method to defend against intentional EMI injection attacks on sensors. We analyze and evaluate our method on two sensors, including
load cell pressure sensors and microphones. We implement the experimental Transduction Shield (TS) circuit on pressure sensors
and microphones using simple common components in low-end
sensing systems.
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TS Transducer Configuration. In the TS circuit, we refer to the
counterpart to the sensor transducer as the TS transducer. We note
that this term is selected to simplify the discussion. The TS transducer does not work as a real sensor transducer commonly used
for sensing purposes. The TS transducer can be a non-sensor component (e.g., resistor) and would not transduce legitimate signals
that the sensor is intended to measure.
In practice, there are several ways to make the TS circuit insensitive to the legitimate signals so that it should only generate an
output close to a default value (such as zero) if there is no EMI
signal injection:

The control system can make more appropriate decisions based
on the detection and correction results in the presence of attacks.
When necessary, the control system could still keep functioning by
using the corrected sensor measurements. However, the detection
module will send an alarm signal to the system if it detects severe
data corruptions in cases such as when strong EMI signals saturate
the circuit elements.
In practice, it is not trivial to eliminate the susceptibilities of analog sensor circuits to EMI in many scenarios. Therefore, our focus
in this study is not preventing EMI injection. Instead, we propose a
defense method to harness the vulnerabilities to help maintain the
functioning of the system in the presence of EMI attacks. Also, the
functionality of low-end sensor systems is usually designed to be
simple. Our method keeps the design and functionality of sensors
simple and enhances the security of sensors in the presence of EMI.

5.2

(1) Configuring or positioning the TS transducer so that it would
not be subject to the effect of the legitimate signal. For instance, the load cell in the TS circuit can be positioned so
that it will not be subject to force.
(2) Modifying the TS transducer so that it does not respond to
the legitimate signal (e.g., applying glue on a MEMS microphone to block acoustic signals).
(3) Using non-sensor components with matching electrical properties (e.g., resistance and capacitance). For instance, to protect resistive sensors like thermistors, RTDs, and strain gauges,
resistors can be used as the TS transducer. To protect thermocouples, we could construct the TS transducer by a conducting wire with the same length as the thermocouple. To
protect microphones, we will use a resistor and a capacitor
as the TS transducer.

TS Circuit Design

First, we explain the design of the hardware part of the defense
method.
TS circuit. The TS circuit is based on a matched dummy sensor
design. Ideally, the dummy sensor circuit should be exactly the
same as the sensor to be protected, but it does not have a sensor
transducer for sensing purposes. The dummy sensor circuit should
only generate an output with a default value (such as zero) if there
is no EMI signal injection.
Due to the similarity of the circuits, the malicious signals will be
received and non-linearly transformed in the TS circuit in a similar
way as the signals in the sensor circuit (Figure 2).
Therefore, the output of the TS circuit can be leveraged to detect
the attack and correct the corrupted sensor data.
We make a few design considerations based on observations on
how sensor circuits are affected by EMI. The purpose of fulfilling
these requirements is to make both the spatial features and electrical
properties of the TS circuit highly similar to the sensor circuit. In
this way, the TS circuit would share the same vulnerabilities to
EMI injections as the sensor to be protected. We list the design
considerations as follows:

In our proof-of-concept experiments, we build the circuit manually using off-the-shelf components and apply simple modifications
to configure the TS transducer. In practice, the manufacturer can
integrate the sensor and the TS circuit into one package to reduce
mismatch. Also, the TS transducer can be easily replaced with elements (e.g., resistors) that have matching resistance and capacitance
during manufacturing.

5.3

Detection and Correction

Next, we explain the software modules of the defense method to
detect and correct the corrupted sensor data leveraging the TS
circuit output.
The adversary tries to inject malicious signals into the sensor
data by intentional EMI signal injection attacks without directly
modifying the actual physical phenomenon being sensed. We assume that the emitted EMI signal is 𝑒 (𝑡). After being received by
the victim circuit and non-linearly transformed, it would become
𝑚(𝑡), which is the malicious signal that the adversary injects into
the sensor data. This non-linear transformation could be incurred
by different effects, such as the demodulation of high-frequency
waveform signals or the generation of a DC voltage offset.
We assume that 𝑠 (𝑡) represents the original sensor data when
there is no EMI signal injection. Under the injection, the sensor
data is 𝑠 ′ (𝑡), and we have 𝑠 ′ (𝑡) = 𝑠 (𝑡) + 𝑚(𝑡).
The output of the TS circuit is denoted as 𝑑 (𝑡), which should be
close or equal to a default value 𝑏 if there is no EMI signal injection.
When adversaries inject EMI signals to the sensor, the TS circuit
would also capture and transform the EMI signals. Therefore, the
TS output 𝑑 (𝑡) can be utilized to detect the attack. Since we use a
matched dummy sensor design, the EMI signals would be induced

(1) We implement the TS circuit in the same topology as the
sensor circuit.
(2) The TS circuit is in close proximity to the sensor circuit.
Optimally, the closest proximity can be achieved in manufacturing.
(3) The TS circuit shares the same power and ground lines with
the sensor circuit. It is preferred to make their connections
to power and ground lines to be as close as possible.
(4) In the TS circuit, we use the same or similar components
(the same length of wires, the same type of amplifiers, etc.)
as in the sensor circuit.
(5) We make the TS circuit insensitive to the environmental
signal that the sensor is intended to measure. This can be
achieved by modifying an off-the-shelf sensor transducer or
using non-sensor components (e.g., resistors) to replace the
transducer of the matched dummy sensor circuit. We will
explain how to meet this requirement in the TS transducer
configuration in the following.
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Figure 8: The experimental circuitry of Transduction Shield
to defend a load cell pressure sensor against EMI signal injection. In the experiment, we use two sensors: one for real
pressure measurement (sensor transducer); one is used in
the matched dummy sensor for attack detection and correction (TS transducer). Manufacturers can integrate a real sensor and a paired dummy sensor into one package.

Figure 7: The diagram of the experimental circuit we build
to evaluate our defense against EMI signal injections on load
cell pressure sensors. The TS circuit has the same topology
as the sensor circuit.
and non-linearly similarly transformed in the TS circuit as the
sensor circuit. Ideally, we would have 𝑑 (𝑡) − 𝑏 ≈ 𝑚(𝑡). Therefore,
the corrupted sensor signal 𝑠 ′ (𝑡) can be corrected by subtracting
the TS output 𝑑 (𝑡).

𝐹𝑆 is the sample rate of the sensor. We consider that with benign
circuit noises, the RMS deviation would fluctuate within a range
of [0, ℎ]. With the benign circuit noise, we have 𝑇 𝑆𝑅𝑀𝑆 (𝑡) ≤ ℎ.
ℎ can be set to an estimated small value or a value based on the
measured noise range. The 𝐻 can be set based on ℎ and a sensitivity
parameter 𝑎 (𝑎 ≥ 1). We have 𝐻 = 𝑎 · ℎ. When 𝑇 𝑆𝑅𝑀𝑆 (𝑡) > 𝐻 , the
EMI signal injection attack is detected at time 𝑡.
In cases that severe data corruptions are detected, an alarm
signal would be sent to the system. For instance, when the TS
output reaches the maximum range of the circuit, it is likely that
the circuit components might have been saturated by strong EMI
signals. For instance, in pressure sensors, we can compare the TS
output deviation |𝑑 (𝑡) −𝑏 | with a threshold 𝐻𝑎 that has a value close
to the maximum output of the circuit. If |𝑑 (𝑡) − 𝑏 | > 𝐻𝑎 holds for
several sample points in a time window (such as 1 second), a severe
sensor data corruption would be detected and the module would
send an alarm signal to the system. In such cases, the correction
module could still mitigate the attack to a certain extent, but it can
be difficult to maintain the correct functioning of the system.

Detection Module. The detection module detects EMI signal injections by analyzing the TS output. The detection module will
send detection results to the correction module and to the system.
Since the TS circuit is not sensitive to legitimate signals being
sensed, when there is no EMI signal injection, the TS output 𝑑 (𝑡)
should always be a predefined constant value such as zero. If we
consider a small amount of benign circuit noise, 𝑑 (𝑡) could be
slightly fluctuating around the default value. If an adversary is
trying to manipulate the sensor output via EMI injection, the TS
circuit will capture and transform the malicious signals. Thus, the
induced changes in the TS output signal can indicate the presence
of an attack.
To detect attacks that induce a DC voltage offset (such as EMI
attacks on temperature and pressure sensors), we can compare the
value of |𝑑 (𝑡) − 𝑏 | (the absolute value of the TS output deviation
from the default value) with a threshold 𝐻 . The threshold 𝐻 can
be set based on the level of benign circuit noises. We can consider
that with benign circuit noises, the TS output 𝑑 (𝑡) would fluctuate
around the default value 𝑏 within a range of [−ℎ, ℎ]. With the
benign circuit noise, we have |𝑑 (𝑡) − 𝑏 | ≤ ℎ. The value of ℎ can
be set based on the measured noise range or an estimated small
value (such as 50 mV) to bound the range of common circuit noise.
The threshold 𝐻 can be set based on ℎ and a sensitivity adjusting
parameter 𝑎 (𝑎 ≥ 1). We have 𝐻 = 𝑎 · ℎ. When |𝑑 (𝑡) − 𝑏 | > 𝐻 , the
EMI signal injection attack is detected at time 𝑡.
The module can be adjusted and configured based on the sensor
application. To detect attacks that inject waveform signals (such as
EMI attacks on microphone circuits to inject audio signals), we can
compare the root-mean-square (RMS) deviations of the TS output
with the threshold 𝐻 . The RMS deviations of the TS output in a
window of 𝑛 samples would be
v
u

2
t
𝑖
Σ𝑛−1
𝑖=0 𝑑 (𝑡 − 𝐹𝑆 ) − 𝑏
𝑇 𝑆𝑅𝑀𝑆 (𝑡) =
𝑛

Correction Module. When an attack is detected, the correction
module can correct the corrupted sensor data, which helps maintain
the functioning of the system.
The correction module receives the corrupted sensor output 𝑠 ′ (𝑡)
and the TS output 𝑑 (𝑡). With a matched dummy sensor design, the
TS output 𝑑 (𝑡) would be highly similar to the malicious signal
𝑚(𝑡) injected into the sensor. This allows us to use light-weight
computations based on in-band signals to mitigate the injected
errors with low computation overhead. We can use a linear model
to correct the sensor data with low complexity. The corrected sensor
data would be
𝑐 (𝑡) = 𝑠 ′ (𝑡) − 𝑝 · (𝑑 (𝑡) − 𝑏) = 𝑠 (𝑡) + 𝑚(𝑡) − 𝑝 · (𝑑 (𝑡) − 𝑏)
𝑝 is a parameter that could be adjusted to compensate for mismatching between the TS circuit and the sensor circuit. By default,
we have 𝑝 = 1. Therefore, we would have 𝑐 (𝑡) = 𝑠 (𝑡) +𝑚(𝑡) − (𝑑 (𝑡) −
𝑏). Assume the TS circuit and sensor circuit are designed and fabricated to be identical; ideally, we would have 𝑚(𝑡) ≈ 𝑑 (𝑡) − 𝑏. Thus,
we would also have 𝑐 (𝑡) ≈ 𝑠 (𝑡), indicating that the corrected sensor
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Figure 11: The outputs of the load cell pressure sensor circuit
and the TS circuit under EMI attacks with different transmitting power at a fixed frequency of 110 MHz.
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Figure 12: The detection and correction of EMI attacks on
the pressure sensor with different transmitting power.

Figure 10: The detection and correction of EMI attacks with
different frequencies. The detection module can successfully detect the most vulnerable frequencies around the
peak areas (e.g., [50, 80] and [100, 140] MHz). The correction
module can mitigate the injected errors of the corrupted sensor data to a much lower level.

on the breadboard are quite similar, although they are not exactly
symmetrical. We use this circuit for proof-of-concept purposes. In
practice, manufacturers can integrate a real sensor and a matched
dummy sensor into one package, and the circuits can be fabricated
with high accuracy to reduce mismatch.

data 𝑐 (𝑡) would be close to the original sensor data if EMI signal
injections do not corrupt them.
In practice, the correction module corrects the sensor data with a
certain error reduction rate, but would usually not eliminate errors.
In another word, without the Transduction Shield, the injected error
is 𝑒 1 (𝑡) = 𝑠 ′ (𝑡) − 𝑠 (𝑡) = 𝑚(𝑡). With the Transduction Shield, the
error would be mitigated to 𝑒 2 (𝑡) = 𝑐 (𝑡) − 𝑠 (𝑡) = 𝑚(𝑡) − (𝑑 (𝑡) − 𝑏).
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Figure 9: The outputs of the load cell pressure sensor circuit
and the TS circuit under EMI attacks with different frequencies. The transmitting power is 10 dBm (10.00 mW).
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Defense. In our experiments, we inject a DC voltage offset into
the sensor data by emitting EMI signals at a fixed frequency using
a dipole antenna at a 1-meter attack distance. We test the effect
of EMI signals with different frequencies and power to manipulate the sensor measurement and evaluate the defense against the
intentional EMI attack.
We sweep the frequency range from 10 to 1000 MHz with a step of
10 MHz. Compared to the sensor output, the TS output shows a very
similar response under EMI with different frequencies. As shown
in Figure 9, the peak areas corresponding to EMI frequencies that
cause the most significant DC voltage offsets are highly overlapped
in the TS and sensor circuit outputs.
The default value of the TS output is 𝑏 = −449 mV. The range
of the circuit noise is about 30 mV in both directions. We can set
ℎ = 50 mV. We set the sensitivity parameter 𝑎 = 5. Therefore, we
would have 𝐻 = 250 mV. When |𝑑 (𝑡) − 𝑏 | > 𝐻 , we can identify that
there is an attack at time 𝑡. As shown in Figure 10, attacks with the
most vulnerable frequencies around the peak areas (at the ranges
of [50, 80] and [100, 140] MHz) are successfully detected.
The detection module also detects several other higher frequencies with less significant attack effects (e.g., 420, 660, and 910 MHz).
However, due to the mismatch between the sensor circuit and TS
circuit in our prototype implementation, the detected frequency
positions of the less significant attack frequencies may not be very
accurate.

Defense of Pressure Sensor

Circuit. First, we implement the prototype circuit. Figure 7 shows
the circuit diagram. The load cell pressure sensor is based on strain
gauges, and we connect it to a Wheatstone bridge circuit. The pressure applied to the sensor transducer would change its resistance,
causing a voltage difference that would be amplified by the LM
1458 amplifier. By detecting the voltage change, the force applied
to the sensor transducer can be measured.
As shown in Figure 7, the TS circuit has the same topology and
shares the same power and ground lines with the sensor. Figure 8
shows the physical circuit we implement. We use similar components (similar lengths of wires, the same type of amplifier) in the
TS circuit so that it has similar properties as the sensor circuit. As
shown in Figure 8, one of the load cells is for real pressure measurement. This one is the sensor that we try to protect. Another one is
deployed in the TS circuit for attack detection and correction.
We make this prototype circuit with off-the-shelf components,
jumper wires, and a breadboard. We manually twist and bind the
wires of the two circuits together to reduce mismatch. The circuits
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Figure 13: The experiment setup to evaluate the defense
method on a microphone against EMI signal injections. In
the experiment, we use two MEMS microphones: one for
real sound measuring (sensor transducer); one is glued and
placed in the matched dummy sensor circuit for attack detection and correction (TS transducer).
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Figure 14: The outputs of the microphone sensor and TS circuit under EMI signal injection attacks. We inject sine wave
signals and white noises alternatively. Each injection session lasts 5 seconds and there is a 5-second interval between
two sessions. With our method, the injected signals can be
detected and mitigated to a much lower level.

The correction method we use is linear subtraction. We compute
the corrected data based on 𝑐 (𝑡) = 𝑠 ′ (𝑡) − [𝑑 (𝑡) − 𝑏]. As shown
in Figure 10, the errors in the corrected output are much lower
compared to the sensor circuit output. The absolute value of the
maximum injected error is mitigated from |𝑒 1 |𝑚𝑎𝑥 = 10.39 V to
|𝑒 2 |𝑚𝑎𝑥 = 1.07 V. The error reduction rate is 89.7%. If we compare
the average error in the frequency range [50, 140]𝑀𝐻𝑧 covering
the peak areas, the average error is mitigated from: |𝑒 1 |𝑚𝑒𝑎𝑛 = 4.88
V to |𝑒 2 |𝑚𝑒𝑎𝑛 = 0.50 V. The error reduction rate is 88.7%.
Next, we evaluate our method using different transmitting power
at a fixed frequency of 110 MHz (Figure 11). As illustrated in Figure
12, the detection module can successfully detect the attack that
can induce a deviation in the TS circuit that is larger than 𝐻 (250
mV). The correction module can mitigate the maximum error from
|𝑒 1 |𝑚𝑎𝑥 = 10.2 V to |𝑒 2 |𝑚𝑎𝑥 = 0.84 V. The error reduction rate in
this case is 91.8%.

5.5

Sine Wave
Injected

1

Defense of Microphones

As shown in Figure 13, we use two SparkFun ADMP 401 MEMS
microphone breakout boards in our experiments. We plug them
into a breadboard, and the two microphone boards share the same
power (3.3 V) and ground lines. We use an Agilent E3630A power
supply to provide the power to microphones.
The outputs of both the sensor circuit and the TS circuit are digitized by a Behringer umc202hd 2-channel audio ADC and recorded
by a laptop using a sample rate of 48 kHz. In our experiments, we
use a simple method (applying glue to the TS transducer) to block
acoustic signals.
We analyze and evaluate the defense of EMI signal injection attacks with different waveforms, including sine waves, white noises,
and malicious voice signals. All these scenarios would compromise
the sensor data integrity because adversaries manipulate the sensor
measurements without changing the actual physical property being
sensed. We use a dipole antenna to emit amplitude-modulated EMI
signals at an attack distance of 1 meter with a transmitting power
of 1 mW, and the carrier frequency is 70 MHz.
We measure the maximum value of the RMS deviation of the
TS output 𝑇 𝑆𝑅𝑀𝑆 without EMI signal injection for 10 seconds. The

Figure 15: The outputs of the microphone sensor and TS circuit under EMI attacks to inject voice signals. We inject one
sentence of voice signals in 5-second sessions, and there is
a 5-second interval between two sessions. With our method,
the injected signals can be detected and mitigated to a much
lower level.
maximum value of 𝑇 𝑆𝑅𝑀𝑆 in 10 seconds is 0.0191. Therefore, we
can set ℎ = 0.02 to bound this value and set sensitivity adjusting
parameter as 𝑎 = 2. Therefore, we would have the detection threshold 𝐻 = 0.04. When 𝑇 𝑆𝑅𝑀𝑆 (𝑡) > 𝐻 , an attack would be detected at
time 𝑡. 𝑇 𝑆𝑅𝑀𝑆 is calculated with a window of 𝑛 = 100 samples. The
default value of the TS circuit is 𝑏 = 0.
Attack Detection and Mitigation. We inject sine wave signals
(600 Hz) and white noise alternatively using intentional amplitudemodulated EMI. As shown in Figure 14, while there is no such
sound in the real world, the corrupted sensor data shows strong
noise signals we inject. The TS output also shows the malicious
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Figure 17: The outputs of the microphone sensor and TS circuit under EMI signal injection attacks. A speaker is playing
“Hey Google, what time is it” every 5 seconds as the legitimate signals. The adversary injects malicious voice signals
to dominate the sensor data. After correction, the originally
masked legitimate signals can be recovered.

Figure 16: The outputs of the microphone sensor and TS circuit under EMI signal injection attacks. A speaker is playing
“Hey Google, what time is it” every 5 seconds as the legitimate signals. We inject sine wave signals and white noises alternatively. Each injection session lasts 5 seconds, and there
is a 5-s interval between two sessions.

We play the corrupted audio to the Google Assistant voice recognition system on an Android smartphone, and the system could not
recognize the legitimate commands. We then play the corrected
data to the voice recognition system, and the legitimate signals
can be correctly recognized. More details of the experiments are in
Appendix B (Figure 22 and Figure 23).

injected signals. By comparing 𝑇 𝑆𝑅𝑀𝑆 with the threshold 𝐻 , the
detection module can precisely detect all the attack sessions.
Moreover, the correction module can mitigate the injected noises
to a much lower value (Figure 14). We use linear subtraction and
compute the corrected data based on 𝑐 (𝑡) = 𝑠 ′ (𝑡) − 𝑝 · (𝑑 (𝑡) − 𝑏).
Due to the mismatch between the sensor and TS circuits, we set
𝑝 = 1.1. The default value of the TS circuit is 𝑏 = 0. The RMS value
of the sine wave injection session (from 15.3 s to 20.3 s) is mitigated
from 0.424 to 0.055. The RMS of the white noise injection session
is mitigated from 0.128 to 0.029.
As shown in Figure 15, we also inject voice signals into the microphone, and the attack can be successfully detected. The correction
module can mitigate the injected voice information. For instance,
the RMS of the voice injection session from about 14 s to about 15 s
is mitigated from 0.140 in the sensor data to 0.027 in the corrected
data.

6 DISCUSSION
6.1 Cost and Complexity
The hardware components we use are common in sensors. In practice, the TS transducer can also be replaced with simple components
such as resistors. Due to the similarity between the TS circuit and
the original sensor circuit, the matched dummy sensor can share a
large part of the circuit with the original sensor. The added hardware components are also very cheap in terms of price. Therefore,
the proposed method can enhance the reliability of sensing systems
subject to EMI signal injection attacks with minimum cost and
redundancy.
The detection and correction methods can be implemented in
real time with lightweight computations. The methods can be implemented in hardware or software. For instance, the correction
method can be realized with a differential amplifier circuit. If the
correction is delayed to the digital domain, the processing can be
done in real time due to straightforward logic. Since our method
will not require adding relatively complex modules or functionalities, it is suitable for resource-constrained devices. Our method
helps to keep the functionality of sensing systems simple, secure
and reliable.

Attack Detection and Mitigation with Active Environmental
Sound. Next, we evaluate our method in scenarios with active
environmental sound. We use a speaker to play “Hey Google, what
time is it” every 5 seconds as the source of legitimate signals.
We inject sine wave signals and white noises alternatively using
intentional amplitude-modulated EMI. As shown in Figure 16, under
the signal injection, the legitimate signals are completely buried by
the injected strong noise. Using the same parameters as experiments
without the active environmental sound, the detection module can
detect all the attack sessions. Moreover, the correction module can
significantly mitigate the injected noise. We can clearly observe the
pattern of the legitimate signals in the corrected sensor data.
We then inject malicious voice signals, including “Hey Google,
turn on the fireplace” and “open the door” alternatively. After the
injection, the sensor output is dominated by the injected strong
signals. As shown in Figure 17, the injected signals are effectively
detected and mitigated to a much lower level. After correction,
the pattern of the legitimate signals can be clearly observed in the
corrected sensor data.

6.2

Limitations and Future Work

In our experiments, we notice that although a large part of the
injected errors can be mitigated, they are not completely removed.
This might be due to mismatches between the sensor and TS circuits.
In the future, the TS circuit can be fabricated and integrated during
manufacturing. For instance, the TS and sensor circuit could be
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manufactured into the same package to reduce the mismatch. In
addition, non-sensor elements can be used as the TS transducer
so that the TS circuit will not respond to the legitimate signals.
For microphones, it might be possible to achieve more effective
mitigation by using frequency-domain signal processing methods
(e.g., filtering) based on the frequency information extracted from
the TS output.
For the pressure sensor, when the default value of the TS circuit
significantly deviates from the sensor setpoint, the correction could
be less effective. As shown in Figure 21, the error after correction
becomes larger as the EMI power increases and the voltage of the
TS circuit reaches the limit of the operating range. In this scenario,
an alarm signal would be sent to the system. To compensate for
this effect, we can replace one of the resistors in the TS circuit with
a variable or programmable resistor to adjust the default value.
In the future, we plan to conduct more extensive tests on different kinds of sensor circuits to develop an optimal design. It will
be interesting to investigate and understand how to limit the mismatch of the paired dummy sensor circuit design under EMI signal
injections with detailed experiments and analysis.
EMI attacks can be a general threat to different kinds of sensors.
This work aims to detect and correct the effects of EMI signal
injection attacks with a general low-complexity method. However,
in this paper, we do not consider other kinds of transduction attacks
such as acoustic attacks [40, 53] and light commands [41].

7

Selvaraj et al. [37] investigated EMI attacks to modify the input
voltage of GPIO pins in microcontrollers. More specifically, the
attack induced signal clippings in Electro-Static Discharge (ESD)
protection circuits of ADC inputs of a microcontroller, resulting
in a rectification effect in the ESD protection circuit. Tu et al. [46]
studied EMI attacks to inject and manipulate the DC voltage in the
sensor signal amplification stage. The attack can trick the internal
temperature control system of devices such as an infant incubator
to heat up or cool down. The attack could affect different classes of
analog sensors that share similar signal conditioning processes.
Researchers investigated the effect of intentional EMI attacks
on different applications such as radar [52], sensor network [17],
drones [19], and magnetic encoders of anti-lock braking systems
[38]. In addition, the effects of near-field EMI attacks with a relatively high power were investigated on touchscreens [34], power
converters [16], and hall sensors [13]. Recent works conducted
detailed security analysis with EMI signal injections on sensor
components such as ADCs [24] and amplifiers [46] using a direct
power injection (DPI) setting to understand the vulnerabilities. Additionally, Rouf et al. [36] exploited the unauthenticated wireless
transmission to spoof the pressure of car tires and trigger warning
lights. While the topic of pressure monitoring is related, the attack
vector investigated differs from EMI signal injection attacks on
pressure sensors. The threats of physical-level signal injection attacks on pressure sensors have not been investigated in the context
of a control process.
Countermeasures to EMI attacks on Analog Sensors. We will
discuss attack mitigation methods, including 1) conventional methods such as shielding, filtering, sensor redundancy, and sensor
fusion. 2) defense methods specifically designed in the context of
intentional EMI attacks on sensors.
Shielding and filtering can be effective ways to mitigate EMI.
However, in practice, there can be many factors (e.g., cost and design) that limit the effectiveness of such methods. Moreover, in
intentional EMI attacks, information about the malicious EMI signal source is unknown. The attacks are not limited to a specific
frequency range or a certain transmitting path since adversaries
can intentionally adjust the attack parameters. Therefore, filtering
circuits designed for a specific device and tested for known EMI
sources with a certain frequency range or transmitting path may
not work effectively for intentional EMI attacks on different kinds
of sensors. Sensor fusion and sensor redundancy-based methods
could be used to detect the anomaly and to improve the resilience
of the system. However, such methods often require modeling and
testing based on the specific application scenario and system. It
may not be a trivial task to deploy such methods on consumer
electronics with different kinds of sensors and application scenarios. Moreover, the attack surface would increase when multiple
sensors are added. In comparison, our method can achieve effective
detection and correction of the EMI attack effects by introducing
minimal redundancy and complexity.
Researchers have proposed methods designed to mitigate intentional EMI signal injection attacks on sensors. Foo Kune et al.
proposed a general framework composed of a series of analog and
digital defenses to improve the security of analog sensors. The researchers proposed to capture the malicious EMI signals with an

RELATED WORK

Recent studies have investigated the sensor data integrity issue
caused by intentional EMI attacks on analog sensing components. In
this section, we discuss related studies about EMI signal injections
on sensors and countermeasures.
EMI Attacks on Analog Sensors. Foo Kune et al. exploited EMI
signal injections on sensors as an unchecked entry point to gain
adversarial control over the system [33]. They proposed baseband
EMI attacks and amplitude-modulated (AM) attacks to craft specific
signals in the sensor output. The AM attack exploited the generation of harmonics and cross-products in non-linear microphone
circuits. It can induce bogus audio signals in several consumer
devices at a distance of 1 to 2 m with a low transmitting power
(100 mW). With higher power and usually from a closer range,
they investigated in-band EMI attacks on cardiac implantable electrical devices (CIEDs) to inhibit pacing and induce defibrillation
shocks [33]. Kasmi et al. [27] investigated intentional EMI attacks
on microphones with a front-door coupling setting and studied the
threats on voice interfaces of smartphones. They proposed several
attack scenarios of injecting malicious voice commands into the
headphone microphone to manipulate the voice control system.
In another interesting work, Esteves et al. [20] demonstrated EMI
voice command injections on smartphones through a conducted
propagation path. It is also worth noting that Rasmussen et al. observed that EM emanations could “induce a current in the audio
receiver circuit just as if the IMD received a sound signal” and
pointed out adversarial usage of this effect to invalidate security
properties of acoustic-based distance bounding protocols in an early
work [35].
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antenna or a reference conductor. The received electromagnetic signals will be processed to determine the signal contamination level
and filter the attack signal [33]. However, this approach requires
the use of specific modules to monitor and process EM signals in
the attack frequency range. Moreover, it could be challenging to recover the legitimate sensor signal by directly analyzing out-of-band
EMI signals that are non-linearly transformed in the circuits.
Tu et al. [46] proposed a tunable anomaly detector leveraging the
superheterodyne technique to detect EMI attack signals in vulnerable frequency ranges. Additionally, Shoukry et al. [39] presented
a physical challenge-response authentication method to detect attacks on active sensors. Wang et al. [48] and Bolton et al. [14]
recommended to use a microphone to detect attack signals in the
context of resonant acoustic attacks [44, 45]. Recently, Zhang and
Rasmussen [54] proposed to detect EMI attacks on sensors by modulating the sensor output in a way that is unpredictable to the
adversary. By selectively turning sensors on and off based on an
encoded secret bit sequence, the system can detect the presence
of EMI attacks that cause inconsistent or unexpected non-zero
samples.
Unlike methods that primarily focused on detecting EMI attacks,
this paper aims to detect and correct the corrupted sensor data,
which helps to maintain the functioning of sensor-based systems in
the presence of EMI signal injection attacks. Moreover, our defense
method leverages a matched dummy sensor design with components that are usually no more complex than an original sensor
circuit and is suitable for securing different kinds of low-end sensor
systems.
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CONCLUSION

Sensing and control systems fundamentally rely on sensor measurements to make accurate and real-time decisions. EMI signal
injection attacks can cause security issues to different classes of
sensors. This paper proposed a low-complexity defense method
for sensing systems that often have simple functionalities and constrained resources. Our method leveraged a matched dummy sensor
circuit design to detect and correct the effects of EMI signal injection
attacks. We analyzed and evaluated the defense method with attack
experiments using various attack parameters on different kinds of
sensors. Our experimental results showed that the proposed defense method could be a simple but effective approach to ensure
the security and reliability of sensing systems in the presence of
EMI signal injection attacks.
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B. Experiments with the Corrected Microphone
Sensor Data on a Voice Recognition System
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We play the corrupted and corrected microphone sensor data respectively to evaluate our defense method. We play the audio data
using a laptop. We use a smartphone (Google Pixel 2 XL) voice
recognition system (Google Assistant) to recognize the sound. The
data we use correspond to the experiments illustrated in Figure 16
and Figure 17.
The legitimate signal is "Hey Google, what time is it". As shown in
Figure 22, when the sine wave and white noise signals are injected,
the legitimate signals cannot be recognized. With the corrected
sensor data, the legitimate voice signals are correctly recognized.
The experiment of Figure 23 uses the data illustrated in Figure 17.
In this experiment, the legitimate signal is still "Hey Google, what
time is it". The adversary injects malicious voice signals including
"Hey Google, turn on the fireplace" and "open the door" alternatively.
As shown in Figure 23, the legitimate signals cannot be correctly
recognized from the microphone sensor data due to the EMI injected
voice signals. With our defense method, most of the legitimate
signals are correctly recognized.
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Figure 21: The detection and correction of EMI attacks on
the load cell pressure sensor with different transmitting
power. A constant force is applied on the sensor transducer
to cause a voltage offset. Due to the difference between the
default values of the TS and sensor circuits, the error after
correction becomes larger as the EMI power increases and
the voltage of the TS circuit reaches the limit of the operating range.

C. Ethical Consideration
Conducting experiments with vehicle tires and manipulating the
tire air pressure could come with risks of tire explosion. In our
experiments, we keep the tire pressure in a range below 40 psi to
reduce risks. Researchers involved in these experiments have taken
safety precautions including wearing safety helmets, polycarbonate
face shields, and earmuffs.
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Figure 22: We use a laptop to play the audio data to a smartphone voice recognition system (Google Assistant). Up: The legitimate signals cannot be recognized from the microphone sensor data due to the EMI injected sine wave and white noise signals.
Bottom: With our defense method to mitigate the EMI injected signals, the legitimate signals are correctly recognized. This
experiment corresponds to the experiment illustrated in Figure 16.
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With our defense method to mitigate the EMI injected signals, most of the legitimate signals are correctly recognized (in one
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